nESTE Neste Corporation, 1 October 2026

Privacy notice - Customers

You are important to us — this is how we take care of your data

Your privacy and data protection rights are important to Neste. You can find information on how we
collect, use and store your personal data on this site.
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2. What personal data do we collect about you?
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Privacy notice - Customers

1. Controller

The controller responsible for your data is the company with which you have made an agreement. In
Finland, the company responsible for customer data is Neste Marketing Ltd.

Neste head office:

Neste Corporation
Keilaranta

P.O. Box 95

00095 Neste, Finland

Street address:

Keilaranta 21, Espoo
Telephone (switchboard): +358 10 45811

More information about Neste and the contact details of other Neste locations can be found on our
website at neste.com

1.1. Joint controllership

We are in joint controllership with the other Neste Group companies Neste Oyj, Neste Markkinointi Oy
(Neste Marketing Ltd.), Neste Eesti AS, SIA Neste Latvija and UAB ,Neste Lietuva. Joint
Controllership means that we collectively define the purposes and the means of personal data
processing.

Under joint controllership, we process personal data for the following purposes based on Neste's
legitimate interest: customer data management, marketing data management, financial
administration, credit control, prevention of fraud and misconduct, compliance with trade sanctions,
and IT services and service improvement.

2. What personal data do we collect about you?

The personal data we collect about you varies depending on which products or services you purchase
or order from us. Please note that not all services are available in all countries.
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e Personal data — We collect personal data about you when you purchase products and
services from us. Such data includes your contact information (e.g. name, address, phone
number and e-mail address); personal identity code; demographic data (e.g. gender, age,
mother tongue, nationality, occupation); financial information and other information necessary
for credit control, including information on debt collection (if applicable) and results of credit
checks.

e Neste card details — Card holder and validity, credit limit, card type, and information
necessary to prevent or expose money laundering and terrorist financing, as well as any
information Neste requires to be able to comply with trade sanctions, always in accordance
with local legislation.

e Neste discount card details — Card number and validity, name, phone number, e-mail
address, address details, date of birth.

e Contract and transaction details — Information about your agreements, orders and
purchases, including your purchases with Neste's payment instruments; invoice details and
related payments; records of phone calls made to our customer services and credit control,
and of your communication with us.

e Payment information — Payment instrument and bank account details, for example, which
are needed to confirm or refund purchases, as well as the details of any discount or loyalty
card.

e Neste service stations, Neste Easy Wash, Neste Easy Fill — Information related to
purchase transactions and, depending on the service, the details used for authentication, such
as a vehicle registration number. If the service station employs a queue camera or license
plate identification for the identification of vehicles in the use of the services, this is indicated
separately.

e Neste Easy Deli — The information used for authentication by Neste App, details related to
purchase transactions and details related to payment transactions.

e Neste App — Information provided in connection with registration (name, email address,
phone number, user ID). The card details stored in the Neste App are only on your device,
they are never stored on Neste servers.

e Oma Neste, Extranet — Information related to your customership and registration (customer
number, name, address, contact information, user ID); information related to cards, information
related to purchases, your activities in the service.

e Website visits — \WWhen you use our online or mobile services, contact us through our website
or subscribe to materials such as newsletters, reports and press releases, you provide us with
personal data. We collect information about your activity on our website (see our Cookie
Policy) and information about your device and your network connection (such as your device
ID, MAC address and IP address).

Events — Information provided by you while signing up for an event.
Contests, prize draws and games — The information you provide upon entering, such as
your name, phone number, address and the answers you provide.
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o Video surveillance — Neste retail locations, such as Neste service stations, Neste Easy Deli
stores and Neste Easy Wash stations, have recording video surveillance. The premises may
have surveillance cameras of both Neste and companies providing security services to Neste.
The video recordings are used to ensure safety, to investigate complaints, and to prevent and
resolve theft and other harmful activities, such as vandalism and other actions aiming to
damage property or harm people. When necessary, we also use video footage to reach the
owner or holder of a vehicle, for example, to protect a customer’s property or health or under
other exceptional circumstances. We may use external service providers, such as the Finnish
Transport Safety Agency or directory inquiries, to gain access to contact information.

3. How do we collect information on you?

e From you - In most cases, we receive personal data directly from you when you apply for a
Neste card, for example, or when you buy products or services from us, create a user account
or enter a contest or prize draw.

e From third parties — Including public address and vehicle registers, marketing partners, credit
rating agencies, collection agencies and our other partners. To ensure that we process
accurate data about you, we use the services of external service providers to supplement the
data you provide to us and to keep it up to date. For customer acquisition purposes, we collect
contact information from company websites.

e Neste Group companies — We share your personal data within Neste Group in connection
with financial administration and credit control, for instance.

4. What do we do with your data?

We collect your personal data in order to maintain our customer relationship, to target marketing
towards you and to both develop and offer products and services.

We process your personal data only for pre-defined and legitimate purposes based on a contract,
consent, a legal obligation or legitimate interest.

4.1 Delivering products and services

This includes the receiving of an order and the delivery of a product or service, as well as processing
invoices related to an order. If necessary, we also use personal data to collect late payments.

The processing of the data is based on an agreement between you and Neste and is necessary for
fulfilling the obligations arising from the customer relationship. If required by law, we will ask for your
consent to the provision of some services. Such services include services that employ location data.
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4.2 Automated decision-making, creditworthiness assessment and legal obligations

We assess your creditworthiness and determine your credit limit when you purchase our products or
services. This is based on an agreement between you and us.

We use automated decision-making to facilitate credit assessments. With the help of credit reference
agencies and public registers, we evaluate the risk of default and the likelihood of you repaying your
debt. We compare this information against the terms of the contract you are entering into with us.
Based on this assessment, we decide whether to grant you credit and, if so, under what terms.

We consider the following information when making creditworthiness decisions:

the data you have provided in your application
your previous payment behavior in your customer relationship with Neste and information
about any possible non-payment of debts

e the information provided by the credit rating agencies we use and the public information
available on you.

e We may ask you to provide additional information before we can grant a term of payment;
such data may consist of financial statements or the consent of a guardian, for example.

Automated handling of complaints

We may use automated decision-making and artificial intelligence in handling complaints. In certain
situations, Al can resolve the matter independently by analyzing the information you have provided
along with details related to the purchase transaction. This processing is based on the performance of
a contract, enabling us to resolve your issue as quickly as possible.

Legal obligations

We process personal data to fulfill our statutory obligations. These include, for example, obligations
based on tax and accounting legislation, the prevention of fraud and misconduct, and compliance with
trade sanctions.

4.3 Customer service and improvement of services

We record customer service and credit control calls, emails and chat messages, so that we can
respond to your questions and other requests concerning our products and services. We use call
recordings to verify orders and to maintain and develop the quality of our customer service. It is our
legitimate interest to improve our services.
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4.4 Targeted marketing

We collect information about your contacts and communication with us, as well as about your
purchases and use of our services, including electronic services, such as the Neste App and web
pages, in accordance with our legitimate interest

to better understand usage trends among customers

to improve the customer experience

to further develop our services and products to meet customers’ interests and needs
to provide our services and products.

We analyze our customers’ use of our services and products and compile statistics on that use. We
also collect data about your actions when you receive our marketing messages.

Based on the data we have collected, we create a profile that describes you as a customer as
accurately as possible, to categorize you into various segments according to your total annual
purchases, your purchase frequency or the product range you use, for example. We target marketing
messages based on the profiles we create. The benefits offered and the content of the message vary
from customer to customer. This creates added value for you: you will be provided with better services
and products and receive marketing messages that better meet your needs. It also enables us to
better meet the constantly changing needs and wishes of customers.

You are always entitled to request information about your profile and the personal data and categories
of data on which it is based. In addition, you are always entitled to refuse to receive messages of this
type. We do not engage in profiling that would produce legal effects or other significant effects
concerning you, as described in the EU General Data Protection Regulation.

4.5 Online advertising

We market our products and services online, on our own or our partners’ websites according to our
legitimate interest. The marketing takes place by means of targeting cookies placed on the web
pages. We may also target marketing at you in social media based on your phone number, name and
email address, if you have not blocked marketing.

We may also use marketing partners who display our products and services to you on their own
services or channels, but have not received your personal data from us. If you wish to prevent such
marketing or exercise any of your other rights, please contact the marketing partner in question
directly.
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4.6 Electronic direct marketing and customer communication

Electronic direct marketing is based either on your consent or on an existing customer relationship.
We conduct electronic direct marketing through channels such as email, text messages (SMS), or
push notifications

e Consent-based marketing: Electronic direct marketing is always based on the consent you
have provided. The content of the messages may be based on your customer status or
product/service category.

e Customer relationship-based marketing: We may send you marketing messages based on our
legitimate interest if you have an active customer relationship with us. Such messages relate
to products or services you have previously purchased or ordered, or to similar products and
services. We may also send you messages related to your customer relationship, which may
include information and offers regarding products and services.

You have the right to withdraw your consent or opt out of all electronic direct marketing at any time.
You can do so by clicking the link in the message, notifying us, or changing your device settings (for
example, regarding push natifications). Please note that we do not require your consent to send
safety data sheets or other similar statutory notifications.

4.7 Delivery of contest prizes

We use your personal data to deliver the prizes of contests or prize draws. This is based on your
consent to the terms and conditions and the rules of the contest.

5. How long do we store your personal data?

We retain your personal data for as long as necessary for the purposes set out in this privacy notice.
Personal data is automatically deleted or anonymized from our systems when the retention period
expires or the legal basis for processing no longer applies. There are no restrictions on the retention
of anonymized data.

e Contract-based data related to the customer relationship is retained for the duration of the
customer relationship. A customer relationship is considered to have ended if there have
been no transactions or contacts associated with the account for two (2) years.

e Data processed on the basis of legal obligations is retained for the period specified in local
law or for as long as necessary to comply with applicable regulations. The retention period for
personal data is defined by legislation such as accounting laws, among others.
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o In accordance with the Accounting Act, we store accounting records, such as sales
invoices, for six years from the end of the year during which the financial year ended.

o To the extent that anti-money laundering legislation applies, customer due diligence
and transaction data must be retained for five years after the termination of a
permanent customer relationship. This data includes name, date of birth, personal
identity code, and address; representative's name, date of birth, and personal identity
code; the legal entity's full name, registration number, registration date, registering
authority, registered address, and principal place of business address if different from
the registered address, as well as articles of association or bylaws where necessary.

e Processing based on legitimate interest includes, for example, the development of services
using call recordings, direct marketing, video surveillance on business premises, and the
prevention or detection of money laundering and terrorist financing.

This data is retained for as long as the legal basis for processing exists. If the customer has
the right to object to the processing, the data will be deleted or processing stopped, unless
Neste has compelling legitimate grounds to continue processing, or if processing is
necessary for the establishment, exercise, or defense of legal claims.

e Personal data processed on the basis of consent is used solely for predefined purposes
indefinitely or until you withdraw your consent. This applies to activities such as electronic
direct marketing, and you always have the right to withdraw your consent.

6. Who has access to your data?

Only persons who have to process personal data while performing work tasks have access to the
customer data. All such persons are bound to secrecy.

When sharing personal data with other organizations, we ensure that we only share it for the
purposes set out in this Privacy Policy and that we have a legitimate reason for doing so. We share
personal data within Neste Group as well as with service providers and partners.

Neste Group companies

We share personal data within Neste Group when it is necessary for the purposes mentioned in this
Privacy Statement. We share personal data with other Group companies in connection with financial
administration and credit control, for example.
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ICT service providers and vendors
We use carefully selected ICT partners that provide user support, maintenance and development
services for ICT systems.

Marketing service providers

We use carefully selected marketing service providers, communications service providers and media
agencies that help us deliver and produce marketing content based on the personal data we collect
from our customers.

Customer service providers

We share personal data with an external service provider when they handle customer service on our
behalf.

Credit control and risk management services

We share personal data with carefully selected credit rating agencies when assessing your orders
and creditworthiness, as well as, when necessary, when collecting overdue payments from you or
notifying you of unpaid invoices owed to Neste. Where necessary, our partners also conduct

mandatory background checks on our behalf to prevent fraud and misuse, and to ensure compliance
with trade sanctions.

Payment and invoicing service providers
Trusted payment and invoicing service providers help us process payment and invoicing transactions.

Providers of transport services and suppliers of products
We disclose personal data to transport service providers and product suppliers to deliver the ordered
products to customers.

Other partners

We disclose personal data to our partners to ensure, for example, that they provide you with the
appropriate benefits when you use your customer loyalty card at Neste stations. If necessary, we also
disclose personal data to our partners under exceptional circumstances, such as protecting our
customers’ property or health.

Authorities
We disclose your personal data at the request of an authority, in connection with legal proceedings,
by order of a court or in connection with the processes of public authorities.

Acquisitions
In connection with business arrangements, we may disclose your personal data to buyers and their
advisors.
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7. Transfer of personal data to third countries

We do not transfer or disclose your personal data outside the European Union or the European
Economic Area without legal grounds and unless it is adequately protected.

Some of our service providers are located outside the European Economic Area and we transfer
personal data to them if it is necessary for the purposes mentioned in this Privacy Policy.

We ensure that we use the necessary contractual safeguards (e.g. the standard data protection
clauses approved by the European Commission) when we transfer personal data to such service
providers.

8. How do we ensure information security?

We do everything we can to keep your data secure. Through continuous and active development we
ensure that your data remains secure.

Neste uses the necessary technical and organizational security measures and procedures to protect
your personal data from loss, misuse, alteration or destruction.

All Neste employees and contractors are bound by an information security policy that provides more
detailed instructions. The systems and applications used to process personal data can only be
accessed by persons who need the data in the performance of their duties.

If the electronic data is managed by a third party on behalf of Neste, Neste requires the third party in
question to comply with comprehensive information security requirements.

If personal data is processed manually, it is done in premises approved for such purposes. The
premises are protected by the necessary physical protection measures, such as access control
systems and surveillance cameras.

9. Cookies

Neste uses cookies and similar technologies on its website to collect and store information when
visitors are browsing the site. By using cookies, we:

e ensure that the website is functional
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e improve the user experience by personalizing the content and advertisements or providing
social media functionalities, for example
collect information about your visit to the website to analyze data traffic
provide our media, advertising and analytics partners with information about the way you use
our website.

What are cookies?

When you visit a website, it may store or retrieve information about your browser, usually in the form
of cookies. This information may concern you or your settings or device, or it may be used to modify
the site to work as you expect. The information makes it possible to provide you with a more
personalized service experience.

You can always change your preferences or refuse to accept some types of cookies by clicking the
cookie settings button at the bottom of the page. The purpose of cookies is to provide you with a more
personalized service experience, so please note that blocking cookies may affect your online
experience and the services we provide.

10. Rights related to your personal data and how to use them

You can exercise your rights under the EU’s General Data Protection Regulation (GDPR) by
submitting a request using the form on this page or by contacting our customer service. We will
respond to your request within 30 days of receiving it. The request must be sufficiently identified. If
your request is extensive or complex, the processing time may be extended by up to two months.

We will also notify you if we are unable to comply with your request, such as the deletion of your data,
which we are legally obliged or otherwise entitled to retain. We will assess the requests on a
case-by-case basis and, if necessary, request additional information from you to process it. You must
be prepared to prove your identity. You have the right to exercise your rights free of charge once a
year.

If Neste considers the request to be clearly unfounded or unreasonable, Neste may refuse to process
the request or charge a fee to cover the administrative costs. Your request, as well as the information
you provide, will be stored in our systems.

Right of access to your personal data

You have the right to know what and how we process your personal data and to receive a copy of the
data.

Right to request rectification of personal data
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We always try to keep your personal data up to date, but if you notice that we are processing
outdated or otherwise inaccurate personal data, you always have the right to ask us to rectify your
personal data.

Right to request erasure (“right to be forgotten”)

In certain cases, you have the right to request the erasure of your personal data. You may exercise
this right, for example, if you believe that we no longer need your personal data for the purposes set
out in this Privacy Policy.

Once we have verified the accuracy of your request, we will erase your data, unless we need to retain
it to comply with our legal obligations, such as accounting obligations. Your personal data will be
automatically erased from Neste's systems after the storage periods we specify or when there is no
legal obligation to retain it.

Right to restrict processing

In certain cases, you have the right to request that we restrict the processing of your personal data.
This means that we do nothing to the personal data other than store it in our IT systems. Once we
have verified the accuracy of your request, we will stop processing your personal data.

Right to object to processing

You have the right to object to the processing of your personal data in the normal course of our
business when the processing is based on Neste’s legitimate interest. When we receive your request,
we will carefully evaluate it and stop processing your personal data if our processing has been
unreasonable. Neste may reject your request if there are compelling legitimate grounds for the
processing of your personal data.

Blocking of electronic direct marketing

You always have the right to refuse direct marketing. The easiest way to do this is to click on the
“Unsubscribe from the marketing list” button in our marketing messages. You may still receive some
marketing messages after the marketing block has been updated in our systems. This is because we
have scheduled the transmission of a message in advance.

Right to data portability

You have the right to ask us to send you — or some other person — a copy of the data you have
provided to us in a commonly used machine-readable format. This right applies solely to the personal
data you have provided to us when we have collected it on the basis of your consent or an agreement
between you and us.
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Once we have verified the accuracy of your request, we will send your data to the address specified in
your request.

Right to lodge a complaint with a data protection authority

We hope that you will always contact us if you have any questions about how we process your
personal data. However, if you believe that we have not complied with data protection legislation
when processing your personal data, you have the right to lodge a complaint with the data protection
authority (tietosuoja.fi/len/home). You can contact the supervisory authority in your country of
residence or work.

11. Updates to the Privacy notice

We will notify you of any changes to the Privacy notice on our website.


https://tietosuoja.fi/en/home
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